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investigative file. The information in this document is intended 
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No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 

50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA) , recipients are reminded 
that there is to be no further dissemination or use of FISA- 
derived material in any criminal investigative activity, or 
dissemination of U.S. Person (USPER) FISA-derived information to 
any foreign government without prior approval of the Attorney 
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has been obtained by techniques authorized in the Foreign Intelligence 
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undertaken based on reported intelligence without first receiving 
advice and consent from Federal Bureau of Investigation Headquarters 
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without prior approval of the Attorney General. This information may 
not be disseminated for any purpose without the prior approval of the 
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Synopsis: (U) Approves the issuance of an ECPA National Security 
Letter (fiSL) for electronic coirmuni cat ions transactional records; 
provides reporting data; and, if necessary, transmit the NSL for 
delivery to the electronic comunications service provider. 



Administrative: This document is classified SECRET/ORCON/NOFORN. 
Portions of this document carrying classification markings may not be 
incorporated into any criminal affidavit, criminal court proceeding or 
unclassified investigative file. The infonmation in this docufnent is 
intended to be used for lead or background purposes only. 


(U) Some of the Intelligence provided in this communication 
has been obtained by techniques authorized in the Foreign Intelligence 
Surveillance Act (FiSA). Therefore, the intelligence provided has 
been obtained through methods of intelligence gathering which are 
con'‘’dered singular in nature. No overt investigative steps should be 
ur iken based on reported intelligence without first receiving 
advice and consent from Federal Bureau of Investigation Headquarters 
{FBIHQ). 


^ 50 U.S.C. Section 1806(b) 1 1825(c) of the Foreign 

Intelligence Surveillance Act (FISA), recipients are reminded that 
there is to be no further dissemination or use of FISA-derived 
material in any criminal investigative activity, or dissemination of 
U.S. Person (USPER) FISA-derived information to any foreign goverrjwnt 
without prior af^roval of the Attorney General. This information may 
not be disseminated for any purpose without the prior approval of the 
Federal Bureau of Investigation (FBI). ^ . 
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■equests the activity logs from the FTP server, It also 
requests any log files ar>d transactional records associated with the 
FTP server. 
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(S//0C/NF) It is beli eved that subscriber and transactional 
information associated with 


^!!>S?^This electronic comnunication documents the Deputy 
General Counsel's approval and certification of the enclosed NSL, For 
mandatory reporting purposes, the enclosed NSL seeks electronic 
conmunications transactional information on one (1) IP address. 
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(li) Arrangements should be made with the electornic 

coMi'cations service provider to provide the records personally to 

)ivision within fourteen (14) business days of receipt ^ ^ 

I p / 

of this request. The electronic conmunications service provider 

should neither send the records through routine mail service nor hl'ti 

utilize the name of the subject of the request in any telephone calls 

to the FBI. 


(U) In accordance with 18 U.S.C. 2709(c) I, the senior 
official approving this EC, certify, based on information provided to 
me by the requestor of this NSL, that a disclosure of the fact that 
the has sought or obtained access to the information sought by this letter 
may endanger the national security of the United States, 
interfere with a criminal, counterterrorism, or counterintelligence 
investigation, interfere with diplomatic relations, or endanger the 
life or physical safety of a person. 


1S| More specifically, the manner in which the disclosure of 

the fact that the F8I has sought or obtained access to the information 
sought by this le tter may prematurely disclose a national security 
threat assessment 
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Synopsis; (U) Approves the issuance of aj‘b /A. Security 
.etter (MSL) for electronic coipunications transactional records; 
jrovides reporting data; and, if necessary, transmit the NSL for 
ielivery to the electronic conwuni cat ions service provider. 
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inclosures; (U) Enclosed for 


is an tiSL dated 08/28/2006, 

iddressed td 


requesting 

:he nafne, address, and length of service, 

and electronic transactional 


‘ecords for the internet protocol (IP) address holder listed. 


idminisirative: ■ This docunient is classified SECRET/ORCON/UOFORU. 
'options of this document carrying classification markings may not be 
■ncorporated into any criminal affidavit, criminal court proceeding or 
jnclassified investigative file. The information in this document is 
intended to be used for Lead or background purposes only. 



0 Some of the Intelligence provided in this coimiunication 
las been obtained by techniques authorized in the Foreign Intelligence 
lurveillance Act (FISA). Therefore, the intelligence provided has 
)een obtained through methods of intelligence gathering which are 
.onsidered singular in nature. No overt investigative steps should be 
jndertaken based on reported intelligence without first receiving 
idvice and consent from Federal Bureau of Investigation Headquarters 
FBIHQ). 

^ Per 50 U.S.C, Section 1806(b) & 1825(c) of the Foreign 
ntelligence Surveillance Act (FISA), recipients are reminded that 
here is to be no further dissemination or use of FISA'derived 
laterial in any criminal investigative activity, or dissemination of 
I.S. Person (USPER) FISA'derived information to any foreign government 
lithout prior approval of the Attorney General. This information may 
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[Of electronic cofimunicatior docunents the Deputy General 

vOunsel's approval and certification of the enclosed NSL, For 
Tiandatory reporting purposes, the enclosed iiSL seeks electronic 
:cmnuni cations transactional information on one 0) IP address. 


(U) Arrangements should be made with the electronic 
:o«ications service provider to provide the records personally to 
Division within fourteen (14) business days of receipt of 
this request. The electronic cotmunications service provider should 
neither send the records through routine mail service nor utilize the 
name of the subject of the request in any telephone calls to the FBI. 



(D) In accordance with 18 U.S.C. 2709(c) 1, the senior 
official approving this EC, certify, based on information provided to 
ne by the requestor of this NSL, that a disclosure of the fact that 
the FBI has sought or obtained access to the information sought by 
this letter may endanger the national security of the United States, 
interfere with a criminal, counterterrorism, or counterintelligence 
investigation, interfere with dipiofnstic relations, or endanger the 
life or physical safety of a person. 
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Nore specifically, the manner in which the disclosure of the 
fact that the FBI has sought or obtained access to the information 
sought by this l etter may prgnaturely disclose a national security 
threat assessment 
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Synopsis: (U) Approves the issuance b/A i SCPA National Security 

Letter (NSL) for electronic communications transactional records; 
provides reporting data; and, if necessary, transmit the NSL for 
delivery to the electronic communications service provider . 
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Administrative r This document is classified SECRET/ORCON/NOFORN. 

Portions of this document carrying classification markings may not be 
incorporated into any criminal affidavit, criminal court proceeding or 
unclassified investigative file. The information in this document is 
intended to be used for lead or background purposes only. 


Some of the Intelligence provided in this communication 
has been obtained by techniques authorized in the Foreign Intelligence 
Surveillance Act (FISA) . Therefore, the intelligence provided has 
been obtained through methods of intelligence gathering which are 
considered singular in nature. No overt investigative steps should be 
undertaken based on reported intelligence without first receiving 
advice and consent from Federal Bureau of Investigation Headquarters 
(FBIHQ) . 

(U) '^^Per 50 U.S.C. Section 1806 (b) & 1825 (c) of the Foreign 

Intelligen(^e Surveillance Act (FISA), recipients are reminded that 
there is to be no further dissemination or use of FISA-derived 
material in any criminal investigative activity, or dissemination of 
U.S. Person (USPER) FISA-derived information to any foreign government 
without prior approval of the Attorney General. This information may 
not be disseminated for any purpose without the prior approval of the 
Federal Bureau of Investigation (FBI) . 
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The 


1 I Field Office, prior to serving the NSL, should 

conduct a threat assessment on the company and its owner or company 
officers. If information developed is derogatory or indicates a 
potent ial comp romise of FBI interest in the website to a terrorist 
group, should contact FBIHQ immediately. 
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This electronic communication documents the General 
Counsel's approval and certification of the enclosed NSL, For 
mandatory reporting purposes, the enclosed NSL seeks electronic 
communications transactional information on one (1) IP address and one 
(1) email address. 


(U) Arrangements should be made with the electronic 
communi cations service provider to provide the records personally to 

Division within fourteen (14) business days of receipt of this b2 
request . The electronic communications service provider should b7E 

neither send the records through routine mail service nor utilize the 
name of the subject of the request in any telephone calls to the FBI. 


(U) In accordance with 18 U.S.C, 2709(c) I, the senior 
official approving this EC, certify, based on information provided to 
me by the requestor of this NSL, that a disclosure of the fact that 
the FBI has sought or obtained access to the information sought by 
this letter may endanger the national security of the United States, 
interfere with a criminal , counterterrorism, or counterintelligence 
investigation, interfere with diplomatic relations, or endanger the 
life or physical safety of a person. 
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More specifically, the manner in which the disclosure of 
that the FBI has sought or obtained access to the information 
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(U) NSLB is requested to record the appropriate information 
needed to fulfill the Congressional reporting requirements for NSLs. 
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'options of this document carrying classification markings nay not be 
ncorporated into any criminal affidavit, criminal court proceeding or 
inclassified investigative file. The information in this document is 
ntended to be used for lead or background purposes only. 

Ill) V 

Pi) Some of the Intelligence provided in this comriunication 
las been obtained by techniques authorized in the Foreign Intelligence 
■urveiUance Act (FISA). Therefore, the intelligence provided has 
«en obtained through methods of intelligence gathering which are 
onsidered singular in nature. Wo overt investigative steps should be 
indertakcn based on reported intelligence without first receiving 
idvice and consent from Federal Bureau of Investigation headquarters 
FBIHQ). 


^ ^ Per 50 U.S.C. Section 1806(b) i 1825(c) of the Foreign 

ntelligence Surveillance Act (FISA), recipients are reminded that 
here is to be no further dissemination or use of FISA-derived 
laterial in any criminal investigative activity, or dissemination of 
.S. Person (USPER) FISA-derived information to any foreign goverment 
ithout prior approval of the Attorney General, This information may 
ot be disseminated for any purpose without the prior approval of the 
ederal Bureau of Investigation (FBI). 
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ifficers. If information developed is derogatory or indicates a 
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neither send tfie records through routine mail service nor utilize the 
name of the subject of the request in any telephone calls to the FBI. 


(U) In accordance with IS U.S.C. 2709(c) I, the senior 
official approving this EC, certify, based on inforination provided to 
me by the requestor of this NSL, that a disclosure of the fact that 
the FBI has sought or obtained access to the information sought by 
this letter may endanger the national security of the United States, 
interfere with a criminal, counterterrorism, or counterintelligence 
investigation, interfere with diplomatic relations, or endanger the 
life or physical safety of a person. 
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on information provided to me by the requestor of this NSL, that a 
disclosure of the fact that the FBI has sought or obtained access to 
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security of the United States, interfere with a criminal, 
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legal needs of the Counterterrorism Division. This reporting is 
necessary in order to provide information to Congress regarding the 
FBIs use of this authority as mandated by Congress. 
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on information provided to me by the requestor of this NSL, that a 
disclosure of the fact that the FBI has sought or obtained access to 
the information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere with 
diplomatic relations, or endanger the life or physical safety of a 
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(U) Arrangements should be made with the electronic 
communicat ion service provider to provide the records personally to 
the New York Field Office Division within fourteen (14) business days 
of receipt of this request. The electronic communication service 
provider should neither send the records through routine mail service 
nor utilize the name of the subject of the request in any telephone 
calls to the FBI. 
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on information provided to me by the requestor of this NSL, that a 
disclosure of the fact that the FBI has sought or obtained access to 
the information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere with 
diplomatic relations, or endanger the life or physical safety of a 
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Privacy (ECPA) National Security Letter (NSL) for electronic 
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has been obtained by techniques authorized in the Foreign Intelligence 
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bee -tained through methods of intelligence gathering ghich are 
considered singular in nature. No overt investigative steps should be 
undertaken based on reported intelligence without first receiving 
advice and consent from federal Bureau of Investigation Headquarters 
(FBIHQ). 


^Per 50 U.S.C. Section 1806(b) & 1825(c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded that 
there is to be no further dissemination or use of FISA-derived 
material in any criminal investigative activity, or dissemination of 
y.S. Person (USPER) FISA-derived information to any foreign government 
without prior approval of the Attorney General. This information may 
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{U) Arrangerents should be made with the electronic 
con tnunication service provider to provide the records personally to 
the Field Office Division within fourteen (U) business days 
of receipt of this request. The electronic comnunication service 
provider should neither send the records through routine rnaii service 
nor utilize the name of the subject of the request in any telephone 
calls to the FBI. 
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(U) In accordance with 18 U.S.C. 2709(c) I, the senior 
official approving this Electronic Conmunication (EC), certify, based 
on ‘iration provided to me by the requestor of this NSl, that a 
disclosure of the fact that the FBI has sought or obtained access to 
the information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere with 
diplomatic relations, or endanger the life or physical safety of a 
person. 
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routing slip to the National Security Law Branch (NSLB), Office of 
General Counsel, Room 7947, the FBIHQ entity handling the operational 
legal needs of the Counterterrorism Division. This reporting is 
necessary in order to provide information to Congress regarding the 
FBIs use of this authority as mandated by Congress. 
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the Office of General Couns el, Ass istant General Counsel (AGO 
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Synopsis: {U) Approves the issuance of an Electronic Cownications 
Privacy (ECPA) National Security Letter (HSL) for electronic 
coiTiDum cat ions transactional records, provides reporting data, and, if 
necessary, transfeit the NSL for delivery to the electronic 
connunications service provider. 




Portions of this document carrying classification markings may not be 
incorporated into any criminal affidavit, criminal court proceeding or 
unclassified investigative file, The information in this document is 
intended to be used for lead or background purposes only. 

Some of the Intelligence provided m this cofimmication 
has been obtained by techniques authorized in the foreign Intelligence 
Surveillance Act (FISA). Therefore, the intelligence provided has 
been obtained through methods of intelligence gathering which are 
considered singular in nature. No overt investigative steps should be 
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undertaken based on reported intelligence without first receiving 
advice and consent from Federal Bureau of Investigation Headquarters 
{FBIHQ). 
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there is to be no further dissemination or use of FISA*derived 
material in any criminal investigative activity, or dissemination of 
U.S. Person (USPER) FlSA-derived information to any foreign government 
without prior approval of the Attorney General. This information may 
not be disseminated for any purpose without the prior approval of the 
Federal Bureau of Investigation (FBI). 


V) Per 50 U.SX. Section 1806(b) & 1825(c) of the Foreign 
igencrSurveillance Act (FISA), recipients are reminded that 
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, ^ This etectronic cormunication documents the Deputy General 

Counsels approval and certification of the enclosed HSL for 
niandatory reporting purposes, the enclosed NSL seeks electronic codmunications 
transactional information on multiple individual 




(U) Arrangefuents should be made with the electronic coirmunication 
service provider to provide the records personally to the 

Field Office Divisions, respectively, within 
fourteen (14) business days of receipt of this request. The 
electronic cormunication service provider should neither send the 
records through routine mail service nor utilize the name of the 
subject of the request in any telephone calls to the FBI. 
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(U) In accordance with 18 U.S.C. 2709(c) 1, the senior official 
approving this Electronic Conmunication (EC), certify, based on 
information provided to me by the requestor of this NSL, that a 
disclosure of the fact that the FBI has sought or obtained access to 
the information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere with 
diplomatic relations, or endanger the life or physical safety of a 
person. 


(S) Here specifically, the manner in which the disclosure of the 
fact that the FBI has sought or obtained access to the information 
sought by this letter may prematurely disclose a national security 
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a preliminary investigation is opened on the subscriber 
identified, it is the responsibility of the office opening the 
preliminary investigation to advise F0IHO. This may be done by 
routing slip to the National Security Law Branch (NSL6), Office of 
General Counsel, Room 7947, the FBIHO entity handling the operational 
legal needs of the Counterterrorism Division. This reporting is 
necessary in order to provide information to Congress regarding the 
F6is use of this authority as mandated by Congress. 


(U) Any questions regarding the above can be directed to the 
Office of General Counsel, Unit ChiefI 1(202) 324* 
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(U) Administrative-:- This document is classified SECRET/ORCON/NOFORN . 

Portions of this document carrying classification markings may not be 
incorporated into any criminal affidavit, criminal court proceeding or 
unclassified investigative file. The information in this document is 
intended to be used for lead or background purposes only. 

(U1 Some of the Intelligence provided in this communication 

has been obtained by techniques authorized in the Foreign Intelligence 
Surveillance Act (FISA) , Therefore, the intelligence provided has 
been obtained through methods of intelligence gathering which are 
considered singular in nature. No overt investigative steps should be 
undertaken based on reported intelligence without first receiving 
advice and consent from Federal Bureau of Investigation Headquarters 
(FBIHQ) . 


[gj Per 50 U.S.C. Section 1806(b) & 1825 (c) of the Foreign 

Int el ligene^Surveil lance Act (FISA) , recipients are reminded that 
there is to be no further dissemination or use of FISA-derived 
material in any criminal investigative activity, or dissemination of 
U.S. Person (USPER) FISA-derived information to any foreign government 
without prior approval of the Attorney General. This information may 
not be disseminated for any purpose without the prior approval of the 
Federal Bureau of Investigation (FBI) . 
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(U) In accordance with 18 U.S.C. 2709 (c) I, the senior 
official approving this Electronic Communication (EC) , certify, based 
on information provided to me by the requestor of this NSL, that a 
disclosure of the fact that the FBI has sought or obtained access to 
the information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere with 
diplomatic relations, or endanger the life or physical safety of a 
person . 
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FBIs use of this authority as mandated by Congress. 
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Administrative : This document is classified 

SECRET/ORCON/NOFORN. Portions of this document carrying 
classification markings may not be incorporated into any 
affidavit , criminal court proceeding or unclassified 
investigative file. The information in this document is intended 
to be used for lead or background purposes only. 


lu) X) Some of the Intelligence provided in this 

communication has been obtained by techniques authorized in the 
Foreign Intelligence Surveillance Act (FISA) . Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 


(U) Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 

Intelligence Surveillance Act (FISA) , recipients are reminded 

that there is to be no further disseminat ion or use of FISA- 

derived material in any criminal investigative activity, or 

dissemination of U.S, Person (USPER) FISA-derived information to 

any foreign government without prior approval of the Attorney 
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(U) This electronic communication documents the Deputy 
General Counsels approval and certif icat ion of the enclosed NSL. 
For mandatory reporting purposes ^ the enclosed NSL seeks 
subscriber information on one (1) TP address. 

(U) Arrangements should be made with the electronic 
commun icat ion service provider to provide the records personally 
to the| Field Office within fourteen (14) business days of 

receipt ot tins request . The electronic communication service 
provider should neither send the records through routine mail 
service nor utilize the name of the subject of the request in any 
telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the 
senior official approving this EC, certify, based on information 
provided to me by the requestor of this NSL, that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical safety 
of a person. 
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operational legal needs of the Counterterrorism 
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information to Congress regarding the FBIs use of this authority 
as mandated by Congress. 
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Synopsis; (U) Approves the issuance of A.'.: _CPA National 
Security Letter (NSL) f or email subscriber information; provides 
reporting data; and, if necessary, transmits the NSL for delivery 
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Administrative: This document is classified 

SECRET/ORCON/NOFORN. Portions of this document carrying 
classification markings may not be incorporated into any criminal 
affidavit, criminal court proceeding or unclassified 
investigative file. The information in this document is intended 
to be used for lead or background purposes only. 

(U) . W) Some of the Intelligence provided in this 

communicat icm has been obtained by techniques authorized in the 
Foreign Intelligence Surveillance Act (FISA) , Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 

No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 


(U) 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 

Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA- 
derived material in any criminal investigative activity, or 
dissemination of U.S. Person (USPER) FISA-derived information to 
any foreign government without prior approval of the Attorney 
General, This information may not be disseminated for any purpose without 
the prior approval of the Federal Bureau of 
Investigation. 
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Reference: (S) 


Enclosures: (U) Enclosed for 


is an NSL dated 06/14/2006, 

addressed to 



requesting bandwidth records, 


Administrative: (S) This document is classified SECRET/ORCON/NOFORN. 
Portions of this document carrying classification markings may not be 
incorporated into any criminal affidavit, criminal court proceeding or 
unclassified investigative file. The information in this document is 
intended to be used for lead or background purposes only. 

Some of the Intelligence provided in this comrunication 
has been obtained by techniques authorized in the Foreign Intelligence 
Surveillance Act (FISA). Therefore, the intelligence provided has 
been obtained through methods of intelligence gathering which are 
considered singular in nature. No overt investigative steps should be 
undertaken based on reported intelligence without first receiving 
advice and consent from Federal Bureau of Investigation Headquarters 
(F8IHQ). 

|U1 V 

^Per 50 U.S.C. Section 1806(b) M825(c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded that 
there is to be no further dissemination or use of fiSA-derived 
material in any criminal investigative activity, or dissemination of 
U,S. Person (liSPER) FlSA-derived information to any foreign government 
without prior approval of the Attorney General, This information may 
not be disseminated for any purpose without the prior approval of the 
Federal Bureau of Investigation (FBI). 


(S) Any reference to th< 

ust be avoided if any interviews are 
conducted in conjunction with this information, 


Details: (S//0C.NF) EOPS is requesting that an NSL be issued to 
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to identify the daily bandwidth 


usage/volime for each of the below listed IP addresses for the last 30 


days and the total available bandwidth for these iP addresses. The IP 


addresses requested for coverage are the following: 




(S//OC,NF) EOPS has obtained Electronic Surveillance (ELSUR) 
coverage on selected websites pursuant to a joint PBI/United States 
Intelligence Conmunication (USIC) investiga tion, Th e information 
leading to these FlSAs was derived from FBI Divisions 



(S) This electronic coimunication documents the Cefwty 
General Counsel's approval and certification o the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL 



(U) Arrangements should be made with the wire 
communi cations service provider to provide the records personally to 
Division within fourteen (H) business days of receipt of this 
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request. The wire cofmunications service provider should neither 
send the records through routine mail service nor utilize the name of 
the subject of the request in any telephone calls to the FBI. 


(U) In accordance with 18 U.S.C. 2709(c) !, the senior 
official approving this EC, certify, based on information provided to 
me by the requestor of this NSL, that a disclosure of the fact that 
the FBI has sought or obtained access to the information sought by 
this letter may endanger the national security of the United States, 
interfere with a criminal^ counterterrorism, or counterintelligence 
investigation, interfere with diplomatic relations, or endanger the 
life or physical safety of a person. 


(S) More specifically, the manner in which the disclosure of 
the fact that the FBI has sought or obtained access to the information 
sought by this l etter mav prematurely disclose a national securit" 
threat assessment 


Disclosure may also 

prematurely lead to the disclosure of classitiecl national security 
intelligence surveillance techniques. 
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a preliminary investigation is opened on the 
subscriber identified, it is the responsibility of the office opening 
the preliminary investigation to advise FBIHQ. This may be done by 
routing slip to the National Security Law Branch (NSLB), Office of 
General Counsel, Room 7947, the FBIHQ entity handling the operational legal 
needs of the Counterterrorism Division. This reporting is 
necessary in order to provide information to Congress regarding the 
FBls use of this authority as mandated by Congress. 


(U) Any questions regarding the above can be directed to 
the Office of the General Couns el, Attention: Associate General 

(202) 32i| I 
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Administrative: This document is classified SECRET/ORCOM/NOFORN. 
Portions of this document carrying classification markings may not be 
incorporated into any criminal affidavit, criminal court proceeding or 
unclassified investigative file. The information in this docunent is 
intended to be used for lead or background purposes only. 


[U1 Some of the Intelligence provided in this comnunication 

has been Ruined by techniques authorized in the Foreign Intelligence 
Surveillance Act (FISA). Therefore, the intelligence provided h'as 
been obtained through methods of intelligence gathering which are 
considered singular in nature. No overt investigative steps should be 
undertaken based on reported intelligence without first receiving 
advice and consent from Federal Bureau of Investigation Headquarters 
(FBIHQ). 


i) Per 50 li.S.C. Section 1806(b) & 1825(c) of the Foreign 
Intelligdhce\urveillance Act (FISA), recipients are reminded that 
there is to be no further dissemination or use of FISA'derived 
material in any criminal investigative activity, or dissemination of 
U.S. Person (USPER) FlSA-derived information to any foreign government 
without prior approval of the Attorney General. This information may 
not be disseminated for any purpose without the prior approval of the 
Federal Bureau of Investigation {FBI), 
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official approving this EC, certify, based on information provided to 
me by the requestor of this NSL, that a disclosure of the fact that 
the FBI has sought or obtained access to the information sought by 
this letter may endanger the national security of the United States, 
interfere with a criminal, counterterrorism, or counterintelligence 
investigation, interfere with diplomatic relations, or endanger the 
life or physical safety of a person. 


(S) More specifically, the manner in which the disclosure of 
the fact that the FBI has sought or obtained access to the information 
sought by this le tter niay prematurely disclose a national security 
threat assessment 
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a preliminary investigation is opened on the 
subscriber identified, it is the responsibility of the office opening 
the preliminary investigation to advise FBIHQ. This may be done by 
routing slip to the National Security Law Branch (NSLB), Office of 
General Counsel, Room 7947, the FBIHQ entity handling the operational 
legal needs of the Counterterrorism Division. This reporting is 
necessary in order to provide information to Congress regarding the 
FBIs use of this authority as mandated by Congress. 


(II) Any questions regarding the above can be directed to 
the Office of General Counsel, Associate General Counsel (AGO 
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Synopsis: (U) Approves the issuance of an ECPA National 

Security Letter (NSL) f or email subscriber information; provides 
reporting data; and, if necessary, transmits the NSL for delivery 
to the electronic communicat ions service provider , 
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the IP address holder{s) listed. 


Administrative: . This document is classified 

SECRET/ORCON/NOFORN^ Portions of this document carrying 
classification markings may not be incorporated into any criminal 
affidavit, criminal court proceeding or unclassified 
investigative file. The information in this document is intended 
to be used for lead or background purposes only. 


2 . Some of the Intelligence provided in this communication 

has be^ obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ, 
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jU) 3,. Per 50 U.S.C. Section 1806(b) & 1825 (c) of the Foreign 

Inte>l^ence Surveillance Act (FISA) , recipients are reminded 
that there is to be no further dissemination or use of FISA- 
derived material in any criminal investigative activity, or 
dissemination of U.S. Person (USPER) FISA-derived information to 
any foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation . 









{U) This electronic communication documents the Deputy 
General Counsels approval and certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks 
subscriber information on three (3) IP addresses. 


(U) Arrangements should be made with the electronic 
commun ication servi ce provider to provide the records personally 
to the Division within fourteen (14) business days of 

receipt or tnis request. The electronic communication service 
provider should neither send the records through routine mail 
service nor utilize the name of the subject of the request in any 
telephone calls to the FBI, 


(U) In accordance with 18 U.S.C. 2709(c) I, the 
senior official approving this EC, certify, based on information 
provided to me by the requestor of this NSL, that a disclosure of 
the fact that the FB'I has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical safety 
of a person. 


More specifically, the manner in which the 
disclosure of the fact that the FBI has sought or obtained access 
to the information sought by this let ter mav prematurely disclos e 
a national security threat assessmenti 
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3 preliminary investigation is opened on the 
subscriber identified, it is the responsibility of the office 
opening the preliminary investigation to advise FBIHQ. This may 
be done by routing slip to the National Security Law Branch, 
Office of the General Counsel, Room 7947, the FBIHQ entity 
handling the operational legal needs of the Counterterrorism 
Division. This reporting is necessary in order to provide 
information to Congress regarding the FBIs use of this authority 
as mandated by Congress. 
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Synopsis: (U) Approves the issuance or an ECPA National 

Security Letter (NSL) for email subscriber information; provides 
reporting data; and, if necessary, transmits the NSL for delivery 
to the electronic communications service provider. 
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Enclosures: (U) EncloS' 


requesting cne name, aaaress, and 
length of service tor the electronic mail (E-mail) or internet 
protocol (IP) address (es) holder (s) listed. 

Administrative: This document is classified 

SECRET/ ORCON/NOFORN . Port ions of this document carrying 
classif ication markings may not be incorporated into any criminal 
affidavit , criminal court proceeding or unclassified 
investigative file. The information in this document is intended 
to be used for lead or background purposes only. 


Some of the Intelligence provided in this 
communicatioh has been obtained by techniques authorized in the 
Foreign Intelligence Surveillance Act (FISA) . Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ, 


'/('Sb 50 U.S.C. S 1806 (b> & 1825 (c) of the Foreign 

Intelligence Surveillance Act (FISA) , recipients are reminded 
that there is to be no further dissemination or use of FISA- 
derived material in any criminal investigative activity, or 
dissemination of U.S. Person (USPER) FISA-derived information to 
any foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation . 
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must be avoided if any interviews are 
conducted in conjunction with this information. 



NSL VIO-11243 






NSL VIO-11244 







“age 


bl 

b7A 


(U) This electronic communication documents the Deputy 
General Counsels approval and certification of the enclosed NSL. 
For mandatory reporting purposes, the enclosed NSL seeks 
subscriber information on two (2) IP addresses. 


(U) Arrangements should be made with the electronic 
commun ication service pr ovider to provide the records personally 
to the| [office within fourteen (14) business days of 
receipt of this request. The electronic communication service 
provider should neither send the records through routine mail 
service nor utilize the name of the subject of the request in any 
telephone calls to the FBI, 

(U) In accordance with 18 U.S.C. 2709(c) I, the 
senior official approving this EC, certify, based on information 
provided to me by the requestor of this NSL, that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical safety 
of a person. 
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More specifically, the manner in which the 
disclosure of the fact that the FBI has sought or obtained access 
to the information sought by this mav nrpl v 

a national security threat assessment 
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a preliminary investigation is opened on the 
subscriber identified, it is the responsibility of the office 
opening the preliminary investigation to advise FBIHQ. This may 
be done by routing slip to the National Security Law Branch, 
Office of the General Counsel, Room 7947, the FBIHQ entity 
handling the operational legal needs of the Counterterrorism 
Division. This reporting is necessary in order to provide 
information to Congress regarding the FBIs use of this authority 
as mandated by Congress. 

(U) Any questions regarding the above can he directed 
to the Of f-icp of the General Counsel, Attention: AGC 
(202) 324- 
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Synopsis: (U) Approves the issuance of an ECPA National 

Security Letter (NSL} for electronic communications transactional 
records; provides reporting data; and, if necessary, transmits the NSL for 
delivery to the electronic communications service 
provider . 
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requesting the 

name , aaaress , ana lengcn or service, ana electron! c 
transactional records for the e-mail address holder (s) listed. 




(TT) Administrative: This document is classified 

SECRET/ORCON/NOFOkN^ Portions of this document carrying 
classification markings may not be incorporated into any criminal 
affidavit, criminal court proceeding or unclassified 
investigative file. The information in this document is intended 
to be used for lead or background purposes only. 

Some of the Intelligence provided in this communication 
obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA) . Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 



ly, 3., Per 50 U.S.C. Section 1806(b) & 1825(c) of the Foreign 

Intelrigence Surveillance Act (FISA) , recipients are reminded 
that there is to be no further dissemination or use of FISA- 
derived material in any criminal investigative activity, or 
dissemination of U.S. Person (USPER) FISA-derived information to 
any foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation, 
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This electronic communication documents the Deputy 
General Counsels approval and certification of the enclosed NSL, 
For mandatory reporting purposes, the enclosed NSL seeks 
electronic communications transactional information on one 


(U) Arrangements should be made with the electronic 
commun rcat ion se rvice provider to provide the records personally 
to the| Office within fourteen (14) business days of 

receipt of this request . The electronic communication service 
provider should neither send the records through routine mail 
service nor utilize the name of the subject of the request in any 
telephone calls to the FBI. 
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(U) In accordance with 18 U.S.C. 2709(c) I, the 
senior official approving this EC, certify, based on information 
provided to me by the requestor of this NSL, that a disclosure of 
the fact that the FBI has sought or obtained access to the information 
sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical safety 
of a person. 




More specifically, the manner in which the 
disclosure of the fact that the FBI has sought or obtained access 
to the information sought by this let ter mav prematurely disclos 
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subscriber identified, it is the responsibility of the office 
opening the preliminary investigation to advise FBIHQ. This may 
be done by routing slip to the National Security Law Branch, 
Office of the General Counsel, Room 7947, the FBIHQ entity 
handling the operational legal needs of the Counterterrorism 
Division. This reporting is necessary in order to provide 
information to Congress regarding the FBIs use of this authority 
as mandated by Congress . 
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Precedence : IMMEDIATE 
To: General Counsel 


Date: 05/30/2006 


Attn: Julie Thomas 

Deputy General Counsel, NSLB 


Counterterrorism 
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Attn: 


From : General Counsel 

Deputy Genera] Conn.qpl for NSLB, Ro om 7947 


Contact : AGC 


(202) 324 


Approved By: Thomas Julie F. 
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mding) 
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ELECTR ONIC SURVEILLANCE OPBRATTQK 
UNIT - 


S AND SHARING 
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SIFIEl by: 
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;a) '^) NATIONAL SECURITY LETTERS 

is] I bl 

b2 

, b7E 

H ^ A 

Synopsis: (U) Approves the issuance or ECPA National 

Security Letter (NSL) for email subscriber information; provides 
reporting data; and, if necessary, transmits the NSL for delivery 
to the electronic communications service provider. 


(U) 
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~T?er~i:v^d^^F rornj_ ^.._jS— ' * 
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ta7E 


Enclosures: (U) Enclosed. f<^^ 

05/30/2006, addressed to 


1 g NT.c;T , 


Case ID 


iS) 
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Serial : 


JS L 
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orking ropy 


requesting 

tile name, address , and lengtn ot service tor tne electronic mail 
(E-mail) or internet protocol (IP) address (es) holder(s) listed. 


nn.. Administrative: This document is classified 

SECRET/ORCON/NOFORN . Portions of this document carrying 
classification markings may not be incorporated into any criminal 
affidavit, criminal court proceeding or unclassified 
investigative file. The information in this document is intended 
to be used for lead or background purposes only. 


Some of the Intelligence provided in this 
communicaticm has been obtained by techniques authorized in the 
Foreign Intelligence Surveillance Act (FISA) . Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 


50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA) , recipients are reminded 
that there is to be no further dissemination or use of FISA- 
derived material in any criminal investigative activity, or 
dissemination of U.S. Person (USPER) FISA-derived information to 
any foreign government without prior approval of the Attorney 
General . This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation . 

the 
t be 

this information. 
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(S//OC/NF) This electronic communication requests the 
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(S//OC/NF) Electronic Surveillance Operations and Sharing 



(U) This electronic communication documents the Deputy 
General Counsels approval and certification of the enclosed NSL. 

For mandatory reporting purposes, the enclosed NSL seeks 
subscriber information on one (1) IP address. 

(U) Arrangements should be made with the electronic 
commun ication serv ice provider to provide the records personally . ^ 
to the Field Office within fourteen (14) business days 

of receipt or tnis request. The electronic communication service D/E 
provider should neither send the records through routine mail 
service nor utilize the name of the subject of the request in any 
telephone calls to the FBI. 

(U) In accordance with 18 U,S.C. 2709(c) I, the senior 
official approving this EC, certify, based on information provided 
to me by the requestor of this NSL, that a disclosure of the fact 
that the FBI has sought or obtained access to the information 
sought by this letter may endanger the national security of the 
United States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 


(S) More specifically, the manner in which the disclosure 
of the fact that the FBI has sought or obtained access to the 

information sought by this letter mav nrematurelv disclose a 

national security threat assessment] 


may aiso premacureiy leaa uo cne aisciosure ox ciassixied national 
security intelligence surveillance techniques. 

(U) If ^ preliminary invest ig ^ti gxi is opened on the 
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subscriber identified, it is the responsibility of the office 
opening the preliminary investigation to advise FBIHQ. This may 
be done by routing slip to the National Security Law Branch, 
Office of the General Counsel, Room 7947, the FBIHQ entity 
handling the operational legal needs of the Counterterrorism 
Division. This reporting is necessary in order to provide 
information to Congress regarding the FBIs use of this authority 
as mandated by Congress . 


(U) Any questions regarding the above can hp Hi rpotpH t-n 
the Offic e of t he General Counsel, Attention: ACC 
(202) 324 
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of information from 
submit the r e.su Its to 


attached let ter indicated abov e 
the carrier,! ~ | is 


FBIHQ, CXS/EOPS[ 


the Attention : TK 


b2 

b7E 

b6 

b'7C 


Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 


Set Lead 3: (Info) 


COUNTERTERRORISM 


AT CXS/EOPS 


(U) Read and clear. 
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Precedence: PRIORITY 

To: Counterterrorism 



From: Counterterrorism 

CXS/ECAU/Room 
Contact : IaT 


Approved By: 


Hulon Willie T 
Lewis John E 


Drafted By: 
Case ID #: 


Date: 05/25/2006 


Attn: 

ITOS T 1 
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CT ELSU 

Attn : 

SA 

Attn : 
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(S) 


(S) 


is) 


(S) 


(S) 


Synopsis: (U) Approves the issuance of an ECPA National 

Security Letter (NSL) for electronic communications transactional 
records; provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider . 



classification markings may not be incorporated into any criminal 
affidavit, criminal court proceedings or unclassified 
investigative file. The information in this document is intended 
to be used for lead or background purposes only. No further 
dissemination of the material classified in this document may be 
made without prior approval of the originating agency, 

(u) K Intelligence provided in this communication has 

been obtained by the techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA). Therefore, the 
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intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 


- y^) Per 50 U.S.C. S1806 (b) of the Foreign 

Intelligence Surveillance Act (FISA) , recipients are reminded 
that there is to be no further dissemination or use of FISA- 
derived material in any criminal investigative activity, or 
dissemination of U.S. -person FISA derived information to any 
foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without prior approval of the Federal Bureau of 
Investigation . 


Any reference td 
lust be avoided ir" 
I this information. 


bl 

b7A 


(S) Electronic Communications Analysis Unit (ECAU) 
is subordinate to the Communications Exploitation Section, 
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Set Lead 1: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 


(U) For the information of ITOS I 
and EOPS only. 
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